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Written by world-renown
protocol analyst Laura
Chappell for Wireshark
University, the new four-
day hands-on Wireshark
Bootcamp course trains IT
professionals to identify
the cause of poor
network performance
and locate security
breaches on wired and
wireless networks.

Regardless of what
analyzer you use —
Sniffer, EtherPeek, etc.,
the Wireshark University

“The network is slow” is by
far the top complaint
received by IT
departments worldwide.
Tapping into the traffic
reveals the cause of
performance problems —
from packet loss caused
by faulty interconnecting
devices and high latency
due to slow or overloaded
links to poorly-designed
applications that do not
take advantage of network
capabilities.

Rather than guess at the
cause of poor
performance, IT
professionals learn to tap
into the network traffic and

Bootcamp teaches you to
interpret the traffic
captured by those
analyzers or Wireshark. A
packet is a packet is a
packet — this training can
be applied to any
analyzer tool.

“This should be a
required skill set for IT
professionals — whether
they are focused on
network performance or
security.” says Ms.
Chappell, founder of
Wireshark University.

identify the definitive
cause of performance
problems.

“Many times takes less
than 30 minutes to
capture the traffic and
point to the cause of
performance problems.”
Ms. Chappell stated. “I
designed the Wireshark
Bootcamp course to
include over 30 hands-on
lab exercises - these
exercises give students
experience spotting
network problems and
identifying the next-step in
quickly resolving those
problems.”

Bootcamp Outline
Part 1 - Analysis Overview
Part 2 - TCP/IP Analysis

Part 3 - Troubleshooting
Network Performance

Part 4 - Network Forensics

and Security

Part 5 - Course Wrap-Up
and Wireshark Certification
Information.

Visit www.wiresharkU.com for

details on troubleshooting and
security courses.

A

Rather than
guess at the
cause of poor
performance, IT
professionals
learn to tap into
the network traffic
to rapidly
identify the
definitive cause
of performance
problems.

A\ J
Y

———=ll

Copyright 2007 Protocol Analysis Institute, Inc.



Responst,
Responsg

Using traffic from
breached networks,
students identify
evidence of network
reconnaissance and
active attacks as well as
compromised systems.
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Data transferred over a
covert IRC channel is
visible allowing us to
identify the malware on
the infected system.

Network forensics is the
process of tapping into the
network communication
system to identify
reconnaissance
processes, active attacks
and evidence of
compromised systems.

Reconnaissance
processes typically
precede a network attack.
An excessive number of
TCP RST (Reset) packets
may indicate a TCP scan
underway while an excess

n #

The business of the
business is the network —
no company can afford
network downtime or
security breaches.

There are several key
reasons to monitor your
network traffic. These
reasons include:

1. Network budget and
resources are
justified.

2. Network intruders are
detected and filtered.

$ !

Back in 2004, Gartner
provided a conservative
estimate of hourly
downtime cost at $42,000.
That number is surely
higher today.

But what about the slow
network cost? What if your
users find that it takes five
minutes to upload a

of ICMP Type 3/Code 3
packets may indicate a
UDP scan underway.

Using Wireshark (formerly
Ethereal), an open source
network analyzer, we
teach students to
recognize unusual traffic
patterns such as scans
and back-channel
communications. In one
exercise, the students
work on traffic captured
from a bot-infected host
on the network. This trace

3. Network viruses are
easily detected.

4. Troubleshooting of
network problems is
greatly simplified.

5. Network performance
can be highly
optimized.

6. Capacity planning is
much easier.

7. Proper network usage
can be enforced.

database file to the server
instead of the expected
ten seconds?

In one case, a customer
was experiencing a 3:12
login time for over 500
users — unacceptable for
any network. Within just
an hour we identified a
legacy application that

is from an actual network
that experienced
performance problems —
the IT team thought they
had a link issue. It turned
out the network had
several bot-infected
systems that were trying
to spread the infection
inside the firewall. If you
don't look at the

network traffic, you

don't know what is

really happening and
how to protect your
network.

was making invalid
requests of an updated
server. The cost savings
was significant. The IT
team now uses the
analyzer as the first step
in troubleshooting when
performance problems
occur. (The estimated
savings in this case was
over $100,000 per year.)
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Bot-infections are on the
rise as they go undetected
by IT personnel who don't
watch the network traffic.

In the Network Forensics
and Security section of the
Wireshark Bootcamp
course, students study
traffic from worm-infected
and bot-infected systems.

One of the key steps in
identifying compromised
systems is to look for
unusual protocols or port
numbers on the cabling
system.

The Wireshark Summary
window breaks down all
the traffic by the transport
method and the port —

11
( $
Connection faults may be
evidence of network scans
during a reconnaissance
process, packet loss from
a faulty intermediary
device or extremely high

latency causing
retransmissions.

The network analyst must
differentiate between the
three traffic characteristics
to determine the cause of
connection faults.

Analysts should easily
recognize the proper
establishment of a TCP
connection using the TCP
three-way handshake
process:

SYN
SYN ACK
ACK

(
displaying an application
name if known.

In the case of a bot-
infected system you may
find an IRC (Internet Relay
Chat) session taking
place, but it may not occur
on a standard IRC port
number — you need to be
vigilant in creating your
network baselines so you
know what traffic can be
considered “normal”.

When you find a TCP
communication, consider
following the TCP stream
to reassemble the data
transferred without the
overhead of the packet
headers. Client

$

Beginning with the initial
SYN packet, the analyst
must examine the source
and target port numbers to
look for suspicious
applications.

A TCP RST packet
indicates a negative
response — numerous
negative responses may
be indicative of a TCP
scan underway.

A TCP SYN ACK packet
indicates a positive
response. When these
SYN ACKs come from
client systems —
suspicions should arise —
clients should not be
acting as servers unless
you are aware of the
server process and why it
is running on the client.

)

communications are color-
coded in red — server
communications are color-
coded in blue as shown on
the previous page.

Using Wireshark’s “Follow
TCP Stream” capability,
you can spot file
identification headers in
downloads to perform a
GREP on the local drive to
find mutations of malicious
files.

All students receive a copy
of Laura’s Lab Kit, a DVD
filled with training and
tools for network analysts.
Additional Laura’s Lab Kits
can be ordered at
www.wiresharkU.com.

For example — is the client
acting as a peer-to-peer
host? Does the client have
an FTP or telnet daemon
running in the
background?

When the final ACK
traverses the network,
consider checking the
time-to-live value. An
unusually low time-to-live
value may indicate an
attempt to subvert an
intrusion detection
system.

You will learn to identify
additional TCP “trickery”
such as fake TCP resets,
spliced TCP packets and
TCP checksum games in
the Wireshark Bootcamp
class.

—_— .
netbios-ssn
netbios-ssn
netbios-ssn
netbios-ssn

netbios-ssn
netbios-ssn
netbios-gsn

The network traffic reveals
a bot-infected system that
was scanning the network
to locate other vulnerable
systems.

Visit the FIN BIT
Magazine page at
www.wiresharkU.com to
download Laura
Chappell’'s presentation
slides and trace files
from the Microsoft 2007
TechEd Conference.
Ms. Chappell’s analysis
sessions were ranked
#2 overall and #1 in the
server track. Join the
FIN BIT Mailing List to
receive notification of
new articles and
downloads.
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“Hosts should never ask for
anything twice on the
network — unless

there is a performance
problem.”

Currently, there are over

100,000 downloads of
Wireshark per month.

) & 1+

If you've ever logged into
a hotel network, then you
have likely experienced
high latency times.

When a second DNS
query must be issued in
order to resolve an IP
address to a name, then
you are already in trouble.
Hosts should never ask
for anything twice on the
network — unless there is

a performance problem.

In the case of DNS which
runs over UDP, the DNS
resolver process triggers
the retransmission of the
request. In the case of
other applications that
reside over TCP, it is the
TCP layer that triggers the
retransmission.

The Wireshark time
column can be set to

$

display the time from the
end of one packet to the
end of the next packet.
When you see unusually
high numbers in this area
you might also see a
retransmission. Watch for
the TCP retry
mechanism’s blatant
backoff process in this
column. UDP-based
communications use the
application retry timer.

Scheduled for release in Q4 of 2007, the Wireshark University Certification Program
consists of four basic skill sets as shown in the diagram below. The Wireshark
Bootcamp covers WSUO2 in accelerated format, WSUO3 and WSUO04. The WSUO01
course is available in self-study format only at www.wiresharkU.com.

Gerald Combs, the creator of
Wireshark, explains it best:

“Several jobs ago | got to lug
a Sniffer “portable” around
the campus of the University
of Missouri at Kansas City,
plugging it in to the network
and tracking down broadcast
storms (usually DECnet) and
other problems. Sometime
later | started working at a
small ISP. A Sniffer wasn't in
the budget and the tools at
hand were snoop and
tcpdump. These were both

/[0 I . "

very powerful, but didn’t
provide any of the interface
conveniences that were
emerging at the time.

In late 1997 | started working
on what would eventually
become Ethereal. In August
1998, | released the first
public version, 0.2.0.
Apparently other people had
a similar need. In a short
time, several brilliant people
started contributing code to
the project, which eventually
became a “core” group that

had full access to the source
repository. Users started
sending valuable feedback
and encouragement. What
started out as 200,000 lines
of code with just a few
developers and users has
blossomed.”

In 2006, Ethereal
development migrated to its
new name, Wireshark, due to
trademark issues. Currently,
there are over 100,000
downloads of Wireshark per
month.
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Some people may look at
the Wireshark Bootcamp
course and wonder why
we combined
troubleshooting and
security into a single
course rather than offer
the courses separately (as
the self-paced courses are
offered).

In order to be a proficient
analyst, you must have a
dual-focus:

- If you are
troubleshooting
network performance,
you must keep an eye
out for security issues
at all times.

- If you are focused on
security issues you

30&4 3

The Wireshark Bootcamp
course is conducted in a
Bring Your Own Laptop
(BYOL) style. Students
pre-load Wireshark on
their laptops and bring
them to class.

At the beginning of the
class, students receive
course trace files,
resource materials, and a
complete copy of the self-
paced WSUOQ3 and
WSUO04 courses.

All lab exercises are
performed on the student
systems — students leave
with all the trace files,
filters and Wireshark

need to know that
some network
performance issues
may be causing
problems — not a
security breach.

When designing the
content of the courses, we
looked at the four self-
paced courses to pull the
materials that worked best
in an instructor-led format.

The Wireshark Bootcamp
course begins with an
overview of how and
where to tap into the
network traffic on
switched, routed and
wireless traffic.

Following that, we take an
accelerated look at normal

0 & 5%

settings they used during
the course.

Course labs include:

- Normal
communications

- DNS Errors

- 10 Graphing

- ldentifying Delays

- FTP Expert Information

- Slow FTP File
Download

- ldentifying Delays

- Packet Loss and
Recovery

- Ugly Searches

- Mad User

- TCP Window Issues

- Flooded Network

TCP/IP communications
to know what the traffic
should look like and how
to filter out traffic based on
a specific field or
characteristic.

Next comes the intense
training and lab exercises
to identify the cause of
poorly performing
networks due to high
latency, packet-loss,
protocol faults, application
faults, route issues, etc.

Then we delve into
security issues such as
network and service
scans, OS fingerprinting,
password cracks, covert
channels and phone-
home applications.

- Slow Browsing

- FTP Failure

- POST Failure

- Poisoned Hosts

- Worm-Infected Host
- Blaster Traffic

- Reconnaissance
Processes

- IP Scans
- ICMP Redirection

- Reassemble TCP
Slices

- Finding Known
Signatures

- Analyze a Bot-Infected
System

- Hidden Data
... and more

ARP poisoning indicates a
man-in-the-middle attack is
underway.

Students receive a
complete copy of the self-
paced WSUQ3 and
WSUO04 courses to
reinforce troubleshooting
and security training after
the class.
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Ms. Chappell has been
analyzing network traffic
for almost 20 years
working with a variety of
network analyzers and
tools. Her courses are
filled with real-world
cases, tips and tricks for
troubleshooting and
securing networks. Her
clients include state,
federal and international
law enforcement
agencies, banks, software
companies, universities,
hospitals, law firms, etc.

Ms. Chappell is
recognized as a Top
Presenter at the Microsoft
TechEd Conference,
Hewlett-Packard
TechForum Conference,

HTCIA International
Conference, Novell
BrainShare Conference
and the Secret Service
Quarterly Update
meetings.

In 2003, Ms. Chappell
decided to put away her
more expensive analyzer
products to see if she
could successfully analyze
networks using only
Ethereal (the predecessor
to Wireshark).

She never looked back.

In late 2006, Ms.
Chappell, Gerald Combs
(original Author of
Wireshark and Ethereal),
John Bruno (CEO of

CACE Technologies),
Loris Degioanni (original
Author of WinPcap) began
discussing the formation
of a training and
certification program
based on Wireshark.

Wireshark
University was
born.

Ms. Chappell brought on
board the best network
analyst instructors in the
industry to assist in the
course definition and
instructor-led material
release to ensure students
receive top-quality training
from experienced network
analysts only.

Wireshark Bootcamp students receive WSUO3: Troubleshooting Network

Performance and WSUO04 Network Forensics and Security

self-paced courses

ExecuTrain is the exclusive provider of instructor-led certification training for
Wireshark, the world’s most popular network analysis, troubleshooting, security
and optimization tool. For more information, please visit Wireshark University
(www.wiresharkU.com) or email ExecuTrain (wireshark@executrain.com) for more

course information.
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